Jain Institute of Technology

{A Unit of Jaln Group of Institutions, Bangalore)
Approved by AICTE, New Delhi and State Govt. DTE
Affiliated to VTU Belgaum

Date: 107092024

To,
The Director/Principal,

Subject: Invitation to attend One Week ATAL FDP on "Next-Gen Cybersecurity:
Strategies for a Resilient Digital Future” from 21/10/2024 to 26/10/2024.

Respected SirMadam,

It gives us immense pleasure to inform you that the Department of Computer Science and
Engineering of Jain Institute of Technology Davangere, organizing One Week AICTE
Training & Learning Academy (ATAL) FacultyDevelopment Programme (FDP) on "Next-
Gen Cybersecurity: Strategies for a Resilient Digital Future” from 21/10/2024 1o
2651072024,

This program aims to equip participants with the latest advancements inMext-Gen
Cybersecurity, EmergingCybersecurity Technologies. Proactive Defense Strategies, Securing
Cybersecurity Frameworks and Standards, Incident Response and Recovery, Cybersecurity
Governance and Risk Management, Practical Applications and Case Studies. Participants can
upgrade their techmcal skills with hands on sessions on Cyber Security and an Industrial visit
during this ATAL-FDP.With regard to this program, we humbly request vou to encourage
and deputeyour faculty, research scholar, and PG students to participate,

Thanking you...!
h M,a \ W g ]
w J
,Iba_r-'__- : hEl "-'_l"«,..&i!"’ xé\.;‘:li“ __ﬂ:--_ﬂ"
Co~coordinator Coordinator Principal& Director
Dr. Niranjan Murthy C Dr. Mouneshachari § Dr. Ganesh D B
Groeup Head Office College Campus
Mo, 112, O AN, Krishng Rao Road, Mo, 323, Naar Veereshiwara Punyashramea
V.. Puram, Bada Cross, Avargere Village, Davangere Dist
BANGALDRE - 580 004, Pl - +01 BOIES 95656,
PR +81 80441000 Ph. . 0B192-287002, Fax  08132-235707
=81 BOa3431010 g=mail : jildwg20 118 omail com

Whab Wi 1l & in Wiah Wy jitd in



# Introductian o Mexl-Gen Cybersecurity
+ Emmrging Cybersocurity Teohnologins
» Prongive Dafanse Sirptogins
o wrirg Emargmng Technologies
ndl Stanskards
By
] Risk Managemant
- P “ssm Stialing

By J

The  Program open Eo the Facu ol AICTE approved
Ingatitutlons, R =h Scholam. PG Sl r&a Participants Prgm
Indusiry those o mlErasted in the field of Cyber Security

irraspective of discipline

Selection and leviimaiion
[y la-

A
T far axternal participaats

Coordinatar

Dr. Mouneshachari 5
Pl s Hell, Dipairncd Of Do B i Eaipid g
Sl AR (4 Ry Dananypsn

| drmouneshoes@gmail.com | E +91 9844550069

Cp-conrdinator
Dr. Niramjan Murthy C

st Pl wda, Do | Canvigm b4 Famterogs o] Fragmrsberna)
i a0 R Durvardgan

| nranjanmurthycigjitein | (8 +91 9731859060

Committes Coordinators
Lthseasi TR Gwptha B S Bk Sab
Shaflula Ssarff Basivaraja Pl GV Mokan Ladadali
Arctiang KN Wiragthia M Raapd 5 Mohia panidi
Usha B iFirijs Bhimasen Maaka Foormilma N H
Bl s P Rangacassy H Chasltiirs B W
Samesr il Manjunath L& Ciaithra 6§
6 C Divya Paman Kamar K Veena HS

Asbniand Professos. D pormont of CEEE, AT, Davangeam

Chief Patrons: . Bhenral Roychand

Presidont, JG1, Bangaiurs

Dr. T & Bitharam

Crasmrean. ACTE. e Delh

frr. & Yidvashankar

Vioe Chancelor WTU, Belanavi

Br. Acbhay Jera

Viee-Chalmar, AICTE, Neaw Dake
Patrans : Sn. Radheshyam Hada

COO-kodh Kamalais, JGI, Bangakis

fkr. B E Rangaswamy

Reegistrar, 5TU, Belagay

Srl. Achabshand L

Prasident, JIT, Deenges

Ber Manjappa Sarathl
idrigar, JIT, Davangem

Dr. Ganesh @ B
Priecipal & Divecise. JIT, Davendens

Oir, Mourgshachard 5
Prokessor & Head, Department ol CSEE, ATO

Dr. Miran)an Murihy ©

Agttialn Professor, Depsrimanl of CREE, JITD

iy, N Sundorars]an

Pro Chancaior, 141K [Deamad-io-be-Linversity), Bangalos

Chairman;

Ceardinnforms:

Baivisary
Committees:

Dr. Enswaran lysr

Wiee Charoabol ARKA Jain Liniverssy. Jraddhand
Dr. Batavakunar B G

Diracior, RAD, VTU, Babgan

Br. Magarajappa D P

Principal, LAOTCE, Davangens

. &rsinda H B

Principal BIET, Daangma

. Sanjay Pande M B

Frircipal GMIT. Davargens

Oer. Karibasappa Kaadiki

Sanior Dean, Facully of EET. GM Usiseraty, Davenges

ir. Surech D 5
Lraurman, IETE. Bangaiony

r. Madbskeskmprn B
Prodorror & OO, Clapt of e PYoWsionand Dean (BLackvicl  progpes: i HAD, Dept of BLEE

Eir, Lakha B'M O Sustem i Fejah e

Or. Bshul Palil

D, Rajamse esh K M aigaeda  Dr.SshasD
Proksar, Dol ol ME " oo Primesr AHOE oA CY e P L 400 Dt of WA
B, Saniesh Banir DOr. Prokneh M Walswalkar Or. Prashmsia § &

¥ Foiee. Profiies ard Deoe [Pacarses ] P el ol C5RE
Przkegs & HOD, Dl of BECE
D, Saansad N Puti Dr. Nataraja O s, Marjunaths R $
g Ay TI— ;u f'--l-art.;l';-ﬂ-'l D, & Cratwmily il ok & HOOL Dapd wifie

Frde. Pateia, Dot of CIAE

Faculty Development Programme
on
Next-Gen Cybersecurity:
Strategies for a Resilient Digital Future

Sponsored by
AICTE Training & Learning Academy
(ATAL)

Pl DN

Date:
21 to 26™ October 2024

Organized by

Department of Computer Science & Engineering
[Accredited by NBA, Mow Delhd. Validey mpte 20,08, 2028

AFES Bl il & CUliral Tradl (i

Jain Institute of Technology, Davangere

{4 it off Kadn Group of Institutions, Besgaluru|
AP in b i UTLY, Ao goed | Jippemsses by AETTE, Mava Baihi srd St of Barmaénks

E-mall principold|d@gmall.com | hitps:/ www itd.oc.in



AICTE Training & Learning Academy (ATAL)
AIZTE Training and Leaming {ATAL} Academy i established with the wiskon
“To ampowar (pcidly 8 achirva goals of Highaer Educabion sisch as poomss,
eguty and qualily”. AICTE is cammifted for derslcgmeant of qualkty schmical
sdusatian in the couniry by mating varicus schemes lmanched by Govt. of
Inds. Mingstry of Human Resourca Deselopmesant. Counctl usderstands that
lhewe |s. & need of the day to tran the young genesa@on in skill sschor and
hawing faculty & echnicans o ba treined in thelr respeciva dscipines.
Training is raopared for incressing the mowledge and akdls of Bacullies and
stugants bo e ham mone amplayabie 1o soquire global competences.

Winkan | To empowar fncidty 1o achiowe ganls of Higher Education such sa
access, equity and quality

Misslan ;

+ To estsbiish AICTE Traning and Leaming (ATAL) cell in &l tha t=chrical
FEdiilicns, Univamitias, Deaemed-ta Ba Univamilies ardd cthar ingdiitices of
lachrcal Maming.

+ To pstablish Academegs web poral @nd mobde applcaiion for camying out
= operalions

» Training needs amalysis of lechnical manpower of the counlng,

ABOUT JIT, Davangere

‘Welcoma ba Jain Institute of Technology, Davangers, & pramier educational
rrsfiution eglabished in 2011 and alifiabed o Vievesvaraya Technological
Ursversity, Belagav, Appeowed by SJCTE & UG Merw Dolhi and recognized
Uy Gdpwirreneey of Kamalaks, JITD scomedited by HEA for all the aligilis UG
engireering programes. Ve proudly stard s a cantral bub for BE, MBS and
Docioral Programes, JITD offers saven UG in BE, cra PGin MBA and six Ph,
0. programs with a iolel sfudent popuiation of over 2500, JITO-FPR Cel
woiishoeales with KSCET, Govl ol Karnataka, prormotng mnovation and
Resmaprch, ATO Inetiuteons Innowaton Courcdl (10T hag socired tha Sth
Rank in 1he Souhem Ragon, mbeclng our Smmbmenl 1o exaslencs.
Instilte = a Hast IrestubonBusiness Incubaion center of MSME. Al Jain
Instiga of Technology, wa Goast highly quailied and dadcated facullies
wha emgploy expanentisl Baming methodokgies, Renowied for ow
mmmiiment o high-quality taaching and cutting-adga mfrasiuciure, wo
consistently echiove cutstandng academis resulls. What sets Us span & our
specialipad daparimant dadicabed 1o reseaiching, arakyeng, and desseping
effochive methods for imparing gquallty educaton, Qur infrastructumal
Tacilliss are dedigead 10 sevals 1P Sinng axpanence. Tha Inaliludien &
undar the able kaadarshin of Or. Ganesh DB as Principal and Direclor, who
has rich gaparience in indusiry and educaton fislds

Viston: Techmical manpower development fo build profession-
ally excalbent, globally competitive, socially responsible
engireers and enreprenaurs with human valses

Mismian:

* To provide quaily educaton thicugh isnowalion in wachng o ceale
iechralogically competenl engineers,

" To Achigva SxcRliRrCR in mssarch and eveiopment 0 advance SCEn oo
and lschnolagy o the ever changing needs of 2ocety,

* To creatn outstanding prolessicnals capable of workcng in multi culburad
anvironmant.

* To produce qually enginbers with Pagh ethicsl etandesds  and
prafessionaksm.

Resource Persons

Dr. Udaya Shankar Puranik
; =cairity, MGLLISA

br. Mahadeva Prasanna
Biractar, IIT Dharesad

Dr. Ma
iy L

Dr. Ananth Prabbu Gurpur
Professor & Cyber Security Expert, SCEM, Mangators

Oir. Mohit P. Takiliani
Azenciate Professar, Dept, of = MNITK, Surathka

br. Mustafa Basthilodi

& Head, Deot. ol C5&E I i‘.1.s||1!_7|;-|||:|re

About the Department

The Department of Computer Science and Enginesaring
bagan in tha AY 20M11-2012 with an intake of 60 studanis and
increased o 120, 180 and 300 during the AY 2M022-Z3, AY
2023-24 and AY 2024-25 respectively. The department is
accradited by MBA, New Dehi. The department has stromng
and active Forum by name CS5-UBIQUE helping in all-roumd
development of ihe students through varous Technical
Workshops ¢ symposiums { bechnical talks on recent
technologies namely Al, Selenium with JAVA, 10T, Big Data
anahais, Algorithm, Genakotsava and many more, Also
department encourages students to participate In extracur-
ricular, co-curricular and sports activities conducted through-
oult the yvear in order (o busld strong curdculum for students.
Tha department has extended unique platform to nurture the
students towards innovation, product development, siar up
and entrepraneurship. The faculty of the depafment is
aciively invalved in research activities in various technical
domains.

Outcome of FDP

Thie uteoemes of & Facully Development Program (FOP} on "MNexl-
Gen Cybersecurity: Stretegies for a Resiliant Digital Fubwe® can ba
substartial and mullitheeted. These oulcomes nal only benaf the
particspating facwlly tui aiso have bromder impacts on heir
insfitulzans and the field of cybersecunly as a whole, Here are the
kay outcomeas:

* Enhanced Faculty Expeiss

* Imprawied Curriculum and Teaching

* Enhanced Resaarch Capabiities

* Btrengtheried Inslibuticnal Programs
* Improwed Cybersecunty Prectees

* Profizssional Goowih and Metworking
* Enhanced Studenl Dubcomas

* Institutional gnd Community Impact

Scope of the FDP

Faculty members and researchers looking to update their
knowledge and integrate new cybersecunty concepts into
their teaching and research. IT managers, natwork adminis-
irators, and cybersecurity professionals seeking to upgrade
their skills and knowledge in next-gen oybersecunty
Graduate and posigraduate students specializing in cyberse-
curity, compuler sclence, and related fekds.



ATAL Sponsored
Six days Faculty Development Programme on
"Next-Gen Cybersecurity: Strategies for a Resilient Digital Future
From 21/10/2024 to 26/10/2024

Organized by Department of Computer Science and Engineering
JAIN INSTITUTE OF TECHNOLOGY, Davangere-577003

Offline FDP-Schedule (9:30 AM - 5:30 PM)
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ATAL

Dates 9.30 AM to 12.00 PM 12.00 PM to 1.00 PM 1.00PM to 2.00 PM t0 5.30 PM
2.00 PM
Inauguration
(9.30 AM to 10.00 AM)
Session 1 Session 2
Cybersecurity Fundamentals Proactive Defense M echanisms
Day 1 = Introduction to Cybersecurity S e Threat Intelligence
21-10-2024 = Typesof Cyber Threats Article Discussion Lunch e Threat Hunting
(Monday) = Cybersecurity Frameworksand e ZeroTrust Architecture
Standards
Dr. Udaya Shankar Puranik or MC%%TS?E;;Z?W' S
Director Al & Cybersecurity MGI, USA Prof & Head, Department of CSE, JTD
Mobile: 9845109875 Mob: 9844550069
Email:upuranik@gmail.com Email: drmounesh.cs@gmail.com
Session 3 Session 4
Quantum Computing & Ca_pstone Project in Cyber National Education Policy (NEP)
Security 2020 Implementation
Day 2
22-10-2024 Dr. Niranjan Murthy C Article Discussion Lunch Dr. Manjappa Sar athi
(Tuesday) _ Co-Coordinator Advisor J'TD, Dean R& D sahyadri college
Associate professor Department of CSEJITD of engineering and management
Davanagere Phone :9731850060 Mangalore, Karnataka, Phone :9844320294
Email : niranjanmurthyc@jitd.in Mail id: drsmdvg@gmail.com
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ATAL Sponsored

Six days Faculty Development Programme on

"Next-Gen Cybersecurity: Strategies for a Resilient Digital Future" * 1¢|

From 21/10/2024 to 26/10/2024
Organized by Department of Computer Science and Engineering ATA L

JAIN INSTITUTE OF TECHNOLOGY, Davangere-577003

Session 5 Industry Visit

Incident Response and Digital Forensics

Data & Cyber Security Center
SmartCity Pvt. Ltd.
Davanager e

Day 3 e Incident Response Planning
23-10-2024 Article Discussion Lunch

(Wednesday) e Digital Forensics

Dr. Mahadeva Prasanna
Director, IIT, Dharwad
Phone 9954008138
Email : prasanna@iitdh.ac.in
Session 6
o Advanced Technologiesin Cybersecurity

Session 7

e Atrtificial Intelligence and Machine L earning e Specialized Security Domains
e Blockchain Technology e |OT Security
e Cloud Security
Day 4 Dr. Ananth Prabhu Gurpur * 5Gand Network Security
24-10-2024 | prorecsor & Cyber Security Expert sahyadri college Article Discussion
(Thursday) N & Hands-on Exercises Lunch Dr. Ananth Prabhu Gurpur
of engineering and management, Mangalore, Professor & Cyber Security Expert

Karnataka Mobile:8951511111 sahyadri college of engineering and
Mail id: educatoranath@gmail.com management, Mangalore,

Karnataka Mobile:8951511111
Mail id: educatoranath@gmail.com
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Six days Faculty Development Programme on

"Next-Gen Cybersecurity: Strategies for a Resilient Digital Future" * |

From 21/10/2024 to 26/10/2024
Organized by Department of Computer Science and Engineering ATA L

JAIN INSTITUTE OF TECHNOLOGY, Davangere-577003

Session 8 Session 9
e Network Security Threats
Practical Applications and CaseStudiesin e Network Vulnerabilities
Cyber Security e Network Security Measures
e HandsOn. -
Dr. Mustafa Basthikodi
Day 5 e Real-World CaseStudies. Article Discussion Lunch Professor & Head sahyadri
25-10-2024 college of engineering and
(Friday) Dr. Mustafa Basthikodi management, Mangal ore, Karnataka
Professor & Head Sahyadri college of Email |d: mbasthik@gmail.com Phone
engineering and management, Mangal ore, Karnataka :9844535720
Email Id: mbasthik@gmail.com Phone :9844535720
Session 10
Governance, Risk Management, and MCQ Test and Reflective Journal
Compliance(GRC) Cybersecurity Governance (2.00PM to 4.00PM)
Day 6 . S i
Dr. Mohit P. Tahiliani . . . Feedback & Interaction followed by
26-10-2024 ] Article Discussion ;
(Saturday) Associate Professor, Dept. of CSE, Lunch Valedictory
'\.“TK’ S_‘,”a?th"?" _ (4.00PM to 5.30PM)
Email 1d: tahiliani @nitk.edu.in
Phone: +91-824-2473410
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ATAL

Annexure-V

Letter Head

Participant NOC Format

Subject: NOC for Attending ATAL FDP

Ref No. Date:

To Whomsoever It May Concern

This letter is to express No Objection on Mr./Mrs./Ms./Dr. < Participant
name > in attending <FDP Title > conducted at < ‘Institute Name’> from <Start
Date to End Date>.

This certificate is issued as per requirement of AICTE for successful conduction of ATAL
Faculty Development Program.

Yours Sincerely,

(Sign & Stamp)
Hol/Competent Authority
Institute Name and Address

By e |
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